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Task 1: Theoretical Evaluation: Cloud Infrastructure 
Planning and Cost Optimization. 
 

Question 1: Research and evaluate Azure Virtual Machines (VMs), Azure 
Storage, and Azure Networking to support the college’s cloud 
infrastructure. 
 

Azure Virtual Machines (VMs) 
Azure VMs give Yoobee College a flexible way to run servers in the cloud without buying hardware. 

 They support both Windows and Linux, so they can run domain controllers, app servers, or 
even small lab machines. 

 VM sizes can be changed later if the workload grows or shrinks, which is helpful for a college 
environment. 

 Azure also offers availability zones and scaling features, which Yoobee can use in the future 
if more traffic or users come in. 

 

Azure Storage 
Azure Storage provides a straightforward place to keep all types of files securely. 

 Blob Storage is useful for backups, logs, and large media files used in teaching. 
 Azure File Shares let both Windows and Linux VMs connect to the same shared folder, 

which is handy since different teams use different platforms. 
 Data is automatically replicated, so the college doesn’t need to worry much about hardware 

failure or losing files unexpectedly. 
 This works well for student files, staff resources, and shared teaching materials. 

 

Azure Networking 
Azure Networking is what connects everything together safely. 

 Virtual Networks (VNets) help Yoobee create a secure cloud network that feels similar to 
their current on-prem layout. 

 Subnets can separate domain controllers, application servers and file servers, giving better 
control and reducing security risks. 

 Network Security Groups (NSGs) allow the college to block or allow traffic between subnets 
or from the internet. 

 If Yoobee needs to connect the physical campus to Azure later, they can use a VPN Gateway 
or ExpressRoute. 

 These networking features help ensure only the right users and systems can access cloud 
resources. 
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Question 2: Compare different Azure pricing models (Pay-as-you-go, 
Reserved Instances, Spot Instances) and recommend the most cost-
effective plan. 
 

Pay-as-you-go 
 You pay for what you use, usually charged by the second or hour, and there’s no long 

commitment. 
 It’s easy to start with and good when you’re not sure how much capacity you actually need. 
 Works well for short-term testing, student lab work, or anything that might change often. 
 It can get pricey if something runs all day every day, so it’s not ideal for permanent 

workloads. 
 

Reserved Instances (Azure Reservations) 
 This option means committing to a specific VM size or resource for 1 or 3 years. 
 The main benefit is the big discount, which can be quite helpful for the college budget. 
 It fits predictable workloads like domain controllers or key application servers that won’t be 

changed often. 
 The downside is less flexibility if Yoobee needs to adjust the server type later. 

 

Spot Instances 
 These use spare Azure capacity, so the price is much lower compared to the other models. 
 Azure can remove the VM at any time when capacity is needed somewhere else. 
 Good for things that don’t matter if they get interrupted, like batch jobs, testing, or student 

practice servers. 
 Not something you’d use for important systems like production servers or AD. 

 

Recommendation for Yoobee College 
 Reserved Instances are the best choice for always-on services such as AD VMs or main 

application/file servers. 
 Pay-as-you-go works well for temporary workloads, pilot setups, or machines that might 

change often. 
 Spot Instances can be used for non-critical lab or training environments where interruptions 

are not a problem. 
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Question 3. Justify the Azure services chosen and how they align with 
Yoobee College’s business and security requirements 
 
When I looked into Azure for Yoobee College, I realised the college mainly needs something secure 
and stable but also not too expensive. Azure Virtual Machines make sense because they let us 
move things like Active Directory and any older apps without changing everything. It also feels 
more familiar to manage a normal server in the cloud instead of setting up new tools. 
For storage, Azure Storage is pretty straightforward. The college already has lots of shared files and 
teaching materials, so putting them in Azure Files makes it easier for everyone to reach the same 
place. I tested it on Windows and Linux, and both could access it, which is helpful since people use 
different systems. 
Networking in Azure also helps keep things tidy. By using VNets, subnets and NSGs, we can 
separate things properly so not everything is open to everyone. It’s basically the same idea as 
organising rooms in a building. 
For the cost side, I think Reserved Instances work well for things that always stay on, while Pay-as-
you-go is fine for stuff that might change later. Spot could be useful only for testing. Overall, these 
choices match what Yoobee needs without making the setup too complicated. 
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Task 2: Theoretical and Practical Evaluation: Active 
Directory Migration to Azure 

VM Creation 
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AD Setup 
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AD Users & Group Setup 
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Entra Connect 
 

Because I have a free Azure tenant created with a Gmail account, Microsoft Entra Connect is not 
available and directory sync cannot be enabled. The portal shows the Entra Connect section as 
disabled, so only limited screenshots are provided. Cloud-only users were created instead to 
complete the required authentication steps. 
 

 Entra Admin Center – Entra Connect Status (Disabled) 

 Identity Page Not Available under Free Entra ID 
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Cloud Identity Creation 
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Cloud Authentication Test 

 

 
 

Migration Process and Benefits 
For this task, I worked through the process of moving an on-premises Active Directory into Azure 
AD. My setup was a bit different because my Azure tenant was created with a Gmail address, so 
Microsoft Entra Connect wasn’t available at all. The sync option was disabled in the portal, so I 
couldn’t do a full hybrid connection. Instead, I documented what I could see on the Entra Connect 
page and then used cloud-only users in Azure AD to complete the authentication part of the task. 
On the practical side, I created a Windows Server VM and installed Active Directory Domain 
Services. I added two users and a group on the VM just to simulate a simple on-premises AD 
environment. Since sync wasn’t possible, I made a few users directly in Azure AD to show how 
identities work in the cloud. These accounts were able to sign in normally, which at least confirmed 
that the cloud authentication part was working. 
Even though I couldn’t do the full sync, the migration idea still makes sense. Azure AD reduces a lot 
of the maintenance work and comes with security features like MFA and conditional access. For a 
place like Yoobee College, this helps with reliability, easier management, and avoiding extra 
hardware costs.  
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Task 3: Theoretical and Practical Implementation: High Availability with 
Load Balancer 

Windows Virtual Machine Deployment 
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IIS Web Server Installation on Windows VM 
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Ubuntu Virtual Machine Deployment 
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Apache Web Server Installation on Ubuntu VM 
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Public Load Balancer Creation 
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Frontend IP Configuration 
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Backend Pool Configuration 

 

 
 



 

 
CCC601 | Assessment-2 | Level 6: Diploma in Cloud Computing and Cyber Security | Student ID: 27085022  Page 45 of 67 

 

Health Probe Configuration 
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Load Balancing Rule Configuration 
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Load Balancer Testing (Web Page Results) 
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Advantages of Load Balancing in a Cloud Environment 
 
For this task, I had to set up two VMs and put them behind an Azure Load Balancer, and it really 
showed me why load balancing matters in the cloud. When I tested the public IP of the Load 
Balancer, the traffic switched between my Windows Server VM and the Ubuntu VM, which means 
the workload wasn’t stuck on just one machine. If one of the VMs ever stops responding, the other 
one can still handle the website, so users wouldn’t even notice something went wrong or loading 
slowly. 
One thing I found useful is the health probe. It constantly checks each VM, and if one becomes 
unhealthy, Azure automatically takes it out of the backend pool until it’s fine again. This avoids 
downtime without me doing anything manually, which I think is a big help for small IT teams. 
Another big advantage is that it’s easy to scale later. If Yoobee College suddenly gets more online 
traffic, more VMs can be added without redesigning the whole setup. That makes it easier to deal 
with busy periods like enrolment time or big events. 
It also helps with cost, because Azure lets the system scale only when needed, instead of running 
everything at full capacity all the time. Overall, load balancing makes cloud systems steadier, easier 
to manage, and much better prepared for unexpected traffic or future growth. 
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Task 4: Theoretical and Practical Evaluation: File Share System for Multi-
User Access 

Storage Account Creation 
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File Share Creation 
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File Upload 
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File Share Connect 
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Windows VM Connect 
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Windows VM Mount 
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Windows VM Verification 
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Ubuntu VM Connect 
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Ubuntu VM Mount 
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Ubuntu VM Verification 

 

Windows VM Verification Files Created in Linux 
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Linux VM Verification Files Created in Windows 

 

 

How Azure File Share Improves Multi-User Collaboration 
 
For this task, I had to set up an Azure File Share and connect it to both a Windows VM and a Linux 
VM, and it really showed me how useful this service can be for shared work. I created a storage 
account, made the file share, uploaded a couple of test files, and then mounted it on both 
machines. On Windows I used PowerShell to map it as a network drive, and on Ubuntu I used the 
SMB mount command. Once both systems were connected, I could read and write files from each 
VM without any issues, which proved how well Azure File Share supports multi-user access. 
One of the most helpful things about it is that it doesn’t matter what operating system someone 
uses. At a place like Yoobee College, different teams and students use different platforms, so having 
one shared location makes things easier. Another big advantage is that Azure handles the storage 
backend for you. There’s no need to maintain physical file servers or worry about hardware 
problems. 
It’s also reliable because Azure keeps the data protected and available in the background. 
Permissions can be set so only the right people can change files. Overall, Azure File Share gives a 
simple and secure way for multiple users to collaborate without relying on on-premises storage. 
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